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Why should | care about computer security?

*Fraud/identity theft

*Behavioral tracking

* Exposure of third party data

*Discriminatory pricing

* Mass surveillance on an unprecedented scale
* Unknown future use of personal data



Necessary, but insufficient

* “| use an anti-virus program”
* “| keep my system updated”

Morton’s

COMPLETE SECURITY
SOLUTION!




YOU CAN'T BUY
SECURITY IN A BOX!



What do | need to know about security?

*Principles of information security
*Threat analysis
*Countermeasures to protect myself



Information Security:
Three Pillars
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Information Security: Integrity

* “Information” can refer to a text document, an email, a file, an
image, a video, a website, a database...almost anything you can view
on a computer.

* The integrity of the information is confirmed if a trusted authority
vouches that the information you obtained (your copy) is identical to
the original information.

* A lack of information integrity may result from carelessness on the
supply side or it may mean that the information was deliberately
altered for malicious purposes.



Information Security: Confidentiality

* Confidentiality means “secrets stay secret!”

* “Secrets” generally refer to any information that could affect your life
or property if they were obtained by unauthorized individuals:
* SSN
* Bank account information
* Medical history

* Your password is not a secret: it is a security control designed to
protect your secrets.

* Definition of “secret” is ultimately up to you.



Information Security: Availability

Security measures are only effective if they are used! If they interfere with
working effectively, users may bypass them, especially when under time
constraints.

A good password defeated by a mousepad






Threat Analysis: Real-time “Cyber-attack™
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Threat Analysis: Real-time Visualization by
Norse of June 20, 2014 “Cyberattack”




Threat Analysis: Pattern ldentification
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Analysis of 100,000 data breaches over 10 years: 95% of all incidents can be
classified as one of 9 patterns (“2014 Data Breach Incident Report”, Verizon)



Threat Vecto

1. User with vulnerable
compufter visits
compromised Web
page with invisible
Iframe.

page secretly loads
another page.
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4. If the exploit
succeeds, malware
downloads from
anather server to the
victim's computer.

3. The page redirects to
another page
containing an exploit.
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Threat Vector: Watering Hole

How a watering hole technique works:

r injects exploit

acted sites often
visited by targeted

wvictims.

Using the dropped
malware, the attacker
may now initiate his
malicious activities




Threat Vector: Downloads

Y n [ A [ 'S ) ; : R |
W " x._.f: \ﬂ @ '_l\] 7 | Search ‘?ﬂf’ Fawvarites @Medla Q}. =

wddress :Ejhttp:h‘www.gnngle.cam! Vi 0] Links **
Web |mages Maps Mews “ideo Gmail rmoare 7 iGoogle | Sigh in

Google

| Advanced Search
| Preferences

[ Google Search ][ I'm Feeling Lucky ] Language Toals

! Google has detected unregistered Antivirus 360 copy on your
O L) e computer. Google recommends you to activate Antivirus 360 to
Tips protect your PC from malicious intrusions from the Internet.

Injected ad for a fraudulent antivirus product falsely claiming to be
recommended by Google. In reality, this 1s an ad for
trafficconverter.biz, whose “affiliates” are paid on commission for
installations.



Threat Vector: Email

PayPal

Your PayPal account has been limited

Find out more

Dear PayPal Member,

Unfortunately one of your recent transaction with PayPal is not successful because
yvour PayPal account has been limited. It is @ measure taken to protect your account
and help ensure the safety of the PayPal platform. We want to help remave this
limitation as soon as possible so he can continue to take advantage of the benefits
of PayPal.

How To remove the restriction

Ta remave the restriction on the account, to know why and know what
features are not used atthe time, just 3 easy steps:

1. Click the link below.
2. Lagin to your PayPal Account.

3. Follow the instructions.

Email (phishing, attachments) 1s still one of the top ten malware

vectors.



Threat Vector: Rogue Hotspots

Controlled Area




Threat Activity: Botnets

Infected machine

C&C server

Users may be unaware their computer has joined the ranks of the zombies.



Threat Activity: DIY Botnets

fast

The facts you need —

Zeus B__otnet

Hﬂffiﬂ‘"c!

Quic

The Zeus trojan was widely available as a botnet creation kit.



Threat Activity: Gameover ZeuS
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GameOver ZeuS was extremely difficult to eradicate due to
advanced P2P propagation mechanisms.



Threat Activity: Gameover ZeuS

A er + Proxy)

End: 2014-06-04 23:59:59

Global infection by Gameover ZeuS at time of takedown 6/4/2014



Threat Activity: Citadel Botnet

ﬁ&} gﬂgﬂgg!m CP :: Summary statistics

onmaton ki R—

Current user: tem
OMT date. 2712 2011 Total reports In database:

GMT fime: 19:32:48 Time of first activity
Total bots:
Total active bots in 24 hours:

Minirnal version of bot
hezximal version of bot;

& Buots

[ Scripts

Reports:

B search in database
& Search infiles

:}' Jabber notifier

System:
D Information
& Options

L User

& Users
Logout

Citadel botnets, evolved from Zeus, set up a business model that included a
trouble ticket system for consumers unhappy with product performance.



Threat Vector: Home Router Firmware

D-Link

Burilding Motweeks for People

AirPlus G

802.11g/2.4GHz Wireless Router
DI-524UP .
‘l : [ Home Advanced® Tools Status Help
Setup Wizard
Wizard

The DI-524UP is a Wireless Broedband Router ideal for hame netwarking and amall
business networking. The Setup Wizard will guide you to configure the DI-524UP
to connect to your ISP (Internet Service Provider). The DI-524UP's sasy setup will
allow you to have Internet access within minutes. Please follow the setup wizard

step by step to configure the DI-524UP.

(" Run Wizard |

Help

| English 'B‘

D-Link was the first router in which firmware was found to have a backdoor;
subsequently many other routers were found to be vulnerable.



Threat Activities

Top 10 threat action varieties within Crimeware (n=2,274)

c2 | ¢
Unknown - 24%
Spyware/keylogger - 13%
Downloader - 10%
Spam . 9%
Client-side attack . 6%
Backdoor l 4% N
DoS | 4%
Adware l 2%
Export data I 1%

Data from “2014 Data Breach Investigations Report”



Threat Activity: Ransomware

Cryptolocker 2.0

Your personal files are encrypted

Irfi

“Your importam files were encrypted on this computer: phatos,
videos, documents | etc. You can verify this by click on zee files
and try 1o open them.

Encryption was produced using unigque public key ESA-4006
generated for this camputer. To decrypt files, you need to obtain
|private key.

The =zingle copy of the private key, wwhich will allowy you to decrypt
the files, iz located on a secret server on the Internet, the server
will destroy the key within 72 hours after encryption
completed. After that, nobody and neser will be akle to restore
file:s |

Your files will be lost
without payment on: To retrieve the private key, you need to pay 0.5 bitcoins.

112472013 3:16:34 PM Click proceed to payment to obtain private key.

Any attempt to remove or damage this software will lead
to immediate private key destruction by server.

PrDCEEd 2 pa}lment 53




Noncriminal Threat Modeling

threat = probability X magnitude

*For businesses, this definition is the basis for cost/benefit calculations
to determine whether to implement a particular security control

*How do we apply this formulation to an individual?
* You have to decide what you care about
* Examples: browsing history, purchases, transactions
* You have the RIGHT to decide to keep this information secret



Countermeasures

* Access control

— Passwords / two-factor authentication
* Hardware

— Firmware replacement
* Software

— Software updates

— Integrity verification
*Network activity

* Click/cookie tracking

* Firewalls
* VPN



Countermeasures:
Access Control

* Passwords

— Strength

— Management
* Two-factor authentication
*Hard drive encryption



Countermeasures: Hardware

Routers: Backdoors have been identified in router firmware from many
manufacturers.

— Countermeasures: Wipe proprietary firmware; install open
source firmware (e.g., EasyTomato for Asus RT-N16)

CPU: Intel chips (Sandy Bridge and newer) are equipped with built-in
remote access via a second operating system that cannot be disabled.
(It is promoted as useful for “remote evaluation”)

— No countermeasures are known; individual evaluation of
risk/benefits of using this hardware is necessary.



Countermeasures: Integrity

You can safely download applications from third party sources by validating their checksums:

|Download KeePass Passwerd Sa.. | + |

#® € sourceforge.net/projects/keepass/files/latest/download

suurcEfDrgE Search Browse Enterprise Blog Help

Your download will start in 0 seconds...

@ KeePass Password Safe

Opening KeePass-2.27-Setup.exe @
Yeou have chosen to open:

Iﬂ KeePass-2.27-Setup.exe

which is: Binary File (2.4 MB)
from: http://aarnet.dl.sourceforge.net

Would you like to save this file?

| saveFie | | Concel |




Countermeasures: Integrity

Identify the checksum for your download:

|® Hash Sums - KeePass

® € keepass.info/integrity.html

KeePass
Password Safe

Home
™ Home & News

o) Forums

(/) Feature List

Ly Screenshots

Getting KeePass
[} Downloads

F} Translations

&/ Plugins / Ext.

Information / WWW
& Help
@ FaQ

&= Security
| Awards

- .

s Links

0, search

Support KeePass

© Donate

[+]

& KeePass Distributions Hash Sums

[ Ev Google

KeePass can be downloaded from many mirror servers. If you want to check if the offered files are verified by the KeePass authors (i.e. official and original
files), you can hash the downloaded file using the hash computation utility of your choice {you can try one of these utilities: Visual Hash Calculator, ReHash,
MD5sums) and see if the hashes match.

Are you looking for hashsums of pre-1.0 versions (0.8 to 0.99c)? Have a look at the pre-1.0 hashsums page.

Hashes of all official downloadable files:

* KeePass 2.x Files
* KeePass 1.x Files
¢ OpenPGP Signatures

<KeePa3a-2.27.zip>»

MDS
SHA1
SHR2S56

Size6d

: 77887F44 33622DB3
: 025CFAD1 D3D309F5
: CR1DCDSB 120C31AB

EE16D138 6AF2358R

: 00000000 00237C0%

<KeePass-2.27-5etup.exe>

MD5
SHR1
SHA256

Sizesd

: B0A2FA47 AB77546F
: C70D3188 9FF3867S
: BBAD404A DE0BO4CF

82CF9DCD T49R4FFD

: 00000000 002&FC2C

<KeePass-2.27.msi>

MD5
SHA1
SHA256

Sizedd

: C43DA220 CF5731a0
: 372BA249 TT23BEEB
: 2058B347 3060F503

COEFCO4F SE4C6E39

: 00000000 00ZREROD

<KeePass-2.27-Source.zip>

MDS
SHAL
SHA256

Size@4

: F34D38EB E6FA1661
: 309B6A65 41DB3S9E
: FE12A7BC 2921R491

3F32843B 1DFER34E

: 00000000 0035ELFE

4F246571
10008073
433560C2
RAETETSE

SESCSIAS
81EFDFE&
BE1E8A3AY
EOR20D26

72RB5000
7D51DDA2
9581D2A1
BFRICEF6

ESEBESRD
TORZ2R08
D7DCF4A2
CE438R25

020DBYDC
81CAAGS7 ESEO3FES
DDO49RDD
34BD27E2

50746CCT
0864E7DE FB7BDE&S
03DSEBS6
E65T155E

TESREE4R
2F1AS1FS 321EEDOC
T11FC93C
8FFCCEB1

D1C2FBFD
2R4BCBAR 063FA0S4
47373FAS
DS99CR44




Countermeasures: Integrity

Verify that the checksum of the downloaded file matches the published
checksum:

Terminal - +
File Edit View Search Terminal Help
raven@angel openssl dgst -sha256 KeePass-2.27-Setup.exe

SHA256 (KeePass-2.27-Setup.exe)= bbad404ad80b84cfb618a3a903d5eb5682cf9dcd749a4f fdePa20d26e657155¢

<KeePaas-2.27-5etup.exex

MD5 : B0AZFR47T RABTT7546F SESCS5SAS 50746CCT
SHAL : C70D3188 9FF98675 B1EFDFE6 OB64ETDE FETBDE&S
SHAZ256 : BBAD4044 DE0BO4CF B618A3AY9 O3D5EBSG

82CFADCD 749R4FFD EOA20DZ26 E65T1535E



Countermeasures:
Integrity Summary

* Download file
* Obtain published checksum

* Generate checksum of downloaded file
*If they match: file integrity is confirmed

*If they don’t match: the file may be corrupt
or malicious



Countermeasures:
Tracking Cookies

b Firefox Preferences - 4+ X

W = o %

General Tabs Content Applications

e Security  Sync  Advanced

Tracking
© Tell sites that | do not want to be tracked
() Tell sites that | want to be tracked

() Do not tell sites anything about my tracking preferences
Learn More

History
Firefox will: [ Use custom settings for history ¥

["] Always use private browsing mode

[E] Remember my browsing and download history Firefox preferences +

[E Remember search and form history

[£) Accept cookies from sites Exceptions... |
I i oy ot (v add-on
Keep until: l I close Firefox > ] | Show Cook'zes...]
[ "] Clear history when Firefox closes Settings...
Location Bar
When using the location bar, suggest: lBookmarks > ]

Help | Close |

. Self-Destructing Cookies 0.4.4

: . By Ove



Countermeasures:
Click Tracking

* “Twitter uses the t.co domain as part of a service to protect
users from harmful activity, to provide value for the developer
ecosystem, and as a quality signal for surfacing relevant,
interesting Tweets.” ( )

* What they don't mention is that it allows Twitter to know what
links you click on: even if you don’t know where they go!

http://t.co/leV0G7ADksz

N

http://bltch69.com/miley-cyrus-can-t-keep-her-top-on

Firefox add-on gives you the

¢ twitter-expand 0.4.1

direct URL: By Nigel Babu


https://t.co/

Countermeasures:
Malicious/Compromised Webpages

NoScript Security Suite 2.6.8.33

by Giorgio Maone

The best security you can get in a web browser!

Allow active content to run only from sites you trust, and protect yourself
against XSS and Clickjacking attacks.

& Certificate Patrol 2.0.14
by Carlo v. Loesch, tg(x), 20afterd

Your browser trusts many certification authorities and intermediate

sub-authorities quietly, every time you enter an HTTPS web site. This add-on
reveals when certificates are updated, so you can ensure it was a legitimate

change.
Pure URL 1.2.4 Mozilla Firefox and
00 by VEG selected add-ons provide

excellent protection from

Removes garbage like "utm source" from URLs tracking and attacks.



Countermeasures:
Disable unnecessary Plugins

Shockwave Flash 11.2.202.378
Shockwave Flash 11.2 r202 More — lAskt{: Activate  w ]

VLC Multimedia Plugin (compatible Videos 3.10.1)

The Videos 3.10.1 plugin handles video and audio streams. More | Ask to Activate b ]

DivX® Web Player (disabled)

DivX Web Player version 1.4.0.233 More ] Mever Activate v]

QuickTime Plug-in 7.6.6 (disabled)

The Videos 3.10.1 plugin handles video and audio streams. More I MNewver Activate 'I

Windows Media Player Plug-in 10 (compatible; Videos) (disabled)

- . o - 1 - o e e g re re . o - = 1 : |
The Videos 3.10.1 plugin handles video and audio streams. More MNewver Activate -

Disable Flash, or at least set "Ask to Activate".



Countermeasures: VPNs

VPN solves many different types of security problems (Firesheep,
rogue hotspots, your ISP spying on you)

Internet

VPN provider

Destination

Remote user



